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IP Questionnaire

Introduction

The purpose of this document is to collect information about the planned implementation of VoIP on the data network and make you aware of the network requirements for achieving good voice quality on an IP network. These recommendations represent best practices at the time the document was written and are subject to change as technology changes. The requirements are clearly identified in the document below. 

If the minimum requirements stated in this document are not met after the implementation of VoIP on the network, telephone calls across the network may experience poor voice quality as well as call connection and disconnect problems.

Site and Staffing Questions

To implement and maintain a converged voice/data network requires an understanding of data networks.

Does anyone on your staff have Cisco Certification or other recognized network certification? Who?

__________________________________________________________________________________________

Does your company have the personnel and equipment (in-house or under contract) to implement and maintain a converged Voice/Data network?

__________________________________________________________________________________________

Network Hardware and Configuration

LAN Questions

The following questions concern the Local Area Network at each site on the network.

REQUIREMENT: Routers and switches in the Local Area Network must support 100 Mbps transmission.

The faster the LAN speed, the more data it can carry and the less likely a collision will occur. 100 Mbps is the recommended speed for the LAN. Equipment to support 100 Mbps is readily available. It is acceptable to use 10 Mbps on a final network segment between a PC and a switch. 

Do ALL routers and switches on the LAN support 100 Mbps data speed?  _______________________

REQUIREMENT: The Local Area Network must employ Layer 2 Data Switches and these switches must support QoS.

Using data switches on a LAN isolates the terminals and eliminates collisions. This also allows full duplex (2-way) communication) and improves network efficiency.

Do you use Hubs (shared network) or Layer 2 Data Switches to connect terminals to the server?  










____________________________________

Voice packets require special handling. If a voice packet and data packet arrive at a data switch at the same time, some intelligence is needed to recognize that these packets are different and allow the voice packet to be transmitted first. The process of doing this is called QoS.

Do the Layer 2 Data Switches in the LAN support QoS?  _______________

Who will be responsible for monitoring and maintaining the LAN hardware and wiring?

Dealer Initials: ___________
Customer Initials: ________

Questions about your routers

REQUIREMENT: The routers connected to the WAN must support QoS. 

Even if the WAN does not support QoS, it is important that the router support QoS. Because the router provides QoS for outgoing traffic only, it is important that the router at each end of the connection provide QoS to ensure proper handling of voice packets.

Do the routers connected to the WAN at each site provide QoS?  _______________

How many queues are provided?  _______________

What is the memory size of the queues?  _______________

REQUIREMENT: If the WAN is on a public network (see question above), VPN must be employed so the VoIP signal can pass through LAN security.

A Virtual Private Network (VPN) will be required for voice packets to pass through firewalls and NAT routers. If you are using a private network and there is no firewall on your WAN connection, VPN is not required.

Do the routers support VPN or provide VPN pass-through?  _______________

Who will be responsible for programming, monitoring and maintaining the routers on the network?

Dealer Initials: ___________
Customer Initials: ________

WAN Questions

The WAN is used for connecting to IP telephones outside your office and to telephone systems at other sites. Packets are more likely to experience delay, jitter and loss on the WAN segment of your network because they have longer distances to travel and have multiple paths that can be taken through the network.

RECOMMENDATION: The WAN portion of your network should be a “managed network.” The Internet is not a managed network.

It makes a huge difference if you are using a Public network as opposed to a Private network. With a Private network, you are in control and can change hardware and configuration when necessary to meet transmission requirements.

What type WAN will be used; Private Network or Public Packet Network?  ____________________

Different transport protocols have different characteristics and offer different options.

What type data transport technology is used on the WAN; T1, Frame Relay, ATM?  _______________

Speed (bandwidth) of the WAN is important.

What is the transmission speed (bandwidth in bits per second) of the WAN connection?  ______________

A managed network is recommended to transport voice packets in a timely fashion. 

Is there a Service Level Agreement with the WAN provider?  _______________

What are the parameters of the service agreement (speed, delay, downtime, etc)? 

__________________________________________________________________________________________

Does the WAN provide QoS?  _______________

Network Transmission Requirements

RECOMMENDATION:  It is recommended that a site survey be conducted prior to implementing VoIP to gather information about the condition of the network hardware and configuration.

Installing IP telephones will add traffic to your data network. It is important that current status of your network be known so the impact of this traffic increase will have and a determination can be made about the network’s ability to support the VoIP. 

Are tests conducted periodically to analyze the operation of the network?  _______________

What tools are used to manage and monitor the network?  _______________________________________

Are these tools capable of measuring network traffic, network utilization, packet delay and packet jitter?









__________________________________________

The same tools used to evaluate the data network before implementing VoIP can be used to maintain the network and track down problems after VoIP is installed. It is important that the condition of the network be monitored after VoIP installation to assure that the high quality required for VoIP is maintained.

Who will be responsible for maintaining voice quality when VoIP is added to the network?

Dealer Initials: ___________
Customer Initials: ________

Transmission Questions

The transmission requirements and network parameters given in the requirements and recommendations below are for the network after VoIP has been implemented.

The most critical factors affecting the quality of voice transmission are delay, packet jitter and packet loss.

REQUIREMENT: End-to-end packed delay must be 150 milliseconds or less during peak loads.

RECOMMENDATION: Packet delay should be 80 milliseconds or less for toll quality voice.

There is always some delay associated with sending data across a network. It takes time to process and move the data from one point to another. If this delay becomes too large, it negatively impacts the ability to have a normal conversation. 

What is the one-way end-to-end packet delay across the network during peak loads?  _________________

REQUIREMENT: End-to-end packet jitter must be 50 milliseconds or less for acceptable voice quality.

RECOMMENDATION: For good voice quality, end-to-end packet jitter should be 20 milliseconds or less.

Packet jitter is the variation in packet delay. Jitter can make the voice signal sound jerky (jittery). This can be overcome by using a jitter (de-jitter) buffer to delaying the playback of the voice signal at the receiving end but this can only handle a limited amount of packet jitter. 

Because it is possible for data packets to take different routes to reach the destination, packet jitter on the WAN can be very large. Excessive jitter can cause voice packets to be dropped because they arrived too late to be played back. 

What is the one-way end-to-end packet jitter across the network during peak loads?  _________________

REQUIREMENT: End-to-end packet loss must be 2% or less for acceptable voice quality

RECOMMENDATION: Packet loss should be 1% or less for good voice quality. 

Lost voice packets cause voice dropout which makes the speech sound choppy. Devices along the WAN path can discard packets if they become overloaded. Excessive delays at switches and routers can cause the packet to be discarded because they arrive too late to be played. 

What is the end-to-end packet loss during peak loads?  ____________________

REQUIREMENT: The Bandwidth Utilization on the WAN must be 70% or less.

Additional bandwidth over what is normally used should be available to accommodate bursts of data or control signals. If network Bandwidth Utilization is high prior to implementing VoIP, you will have to arrange to add more bandwidth when VoIP is added to your network. 

What is the Bandwidth Utilization on the WAN?  ____________________

NOTE: When the public network is used for WAN transmission, it shall be the responsibility of the carrier to meet service level agreements. It is recommended that the provider supply periodic reports on the level of service provided on the WAN. It is recommended that you periodically measure (or contract to have measured) the network parameters for compliance with you ISP agreement.

Who will be responsible for monitoring and maintaining network transmission conditions?

Dealer Initials: ___________
Customer Initials: ________

Calculating the impact of VoIP traffic

To determine the impact of adding VoIP to the data network, information is needed about the expected number of simultaneous VoIP telephone calls on each section of the network.

How many IP telephones will be installed at each location and what will be the maximum number of simultaneous VoIP calls carried by each section of the network?  ____________________

A bandwidth calculator is available on the NEC Support web site with which this information can be used to estimate the increased network bandwidth required to support the VoIP traffic added to the network.

Use the calculated Voice bandwidth to determine combined voice and data utilization.


UD + VBW / BT
must be less than 0.70 (70 %)

Where UD is the data bandwidth utilization, VBW is voice bandwidth added and BT is total network bandwidth.

Customer Signature

By signing below I acknowledge that I have received and read a copy of this document. 

I understand that if the minimum network requirements stated in this document are not maintained, VoIP telephone communication across the network may be impaired. 

I recognize that (insert company name here) cannot be held responsible or liable for condition of voice signals transmitted across an IP network over which they have no control. (insert company name here) will not be liable for losses resulting from poor voice quality of voice signals transmitted on an IP network. 

Should voice quality or call processing problems with IP calls arise in areas of the network not specifically designated as the responsibility of the dealer by the contract agreement for the installation of the telephone system, the dealer is willing, but not required, to resolve such problems at prevailing rates. 


Customer signature:______________________________________   Date:​​​​​​​​​​​​​​​​​​​​​​​​_________________


Dealer signature:_________________________________________​   Date:________________

